Windows
Tools




Agenda

1) Task Manager
2) Resource Monitor

3) Event Viewer
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Troubleshooting Methodology
Tools that may aid you

Task Manager

* View programs, processes, and services currently running on the
computer.

* Monitor computer performance.
* Close non-responsive programs.
* View network status.

* View users connected to the computer.
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Troubleshooting Methodology

Tools that may aid you — Task Manager

= Task Manager

E Google Chrome

Bl Microsoft Excel (32 bit)
Microsoft Management Conscle
B Microsoft Qutlook (32 bit)

@ Microsoft PowerPoint (32 bit)
ﬁ Microsoft Teams

- OneMote for Windows 10

. Photos

'«:E} Resource and Performance Monitor

‘ () More details

End task
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Troubleshooting Methodology
Tools that may aid you — Task Manager

i Task Manager

File Options View
Processes Performance App history  Startup  Users Details  Services
- 19% 89% 0% 0%
Ma Status CPU Mernory Disk Metwork
Apps (1)
E Google Chrome (16) 0% 514.0 MB 0 MB/s 0 Mbps
ﬂ Microsoft Excel (32 bit) (2) 0% 496.9 MB 0 MB/s 0 Mbps
Microsoft Management Cons... 0% 43.5 MB 0 MB/s 0 Mbps
E Microseft Outlook (32 bit) (2] 0% 654 MB 0 MB/s 0 Mbps
‘| . Current running & Microsoft PowerPoint (32 bit) ... 0.2% 169.4 MB 0 MEB/= 0 Mbps
appllcatlons and m Microsoft Teamns (8] 0% 354.4 MB 0.1 MB/= 0 Mbps
their names. - OneMote for Windows 10 (2) 0% 44.1 ME 0O MB/= 0 Mbps
B Photos ¢ 0% 0MB 0 MB/s 0 Mbps
@E“‘l Resource and Performance M... 23% 63.7 ME 0 MEB/s 0 Mbps
% Task Manager 1.5% 41.4 MB 0MEB/=s 0 Mbps
. Windows Explorer (2) 0.3% 93.4 MB 0 MEB/s 0 Mbps
<
(~) Fewer details

Power usage

Very low
Very low
Very low
Very low
Very low
Very low
Very low
Very low
Low

Low

Very low

End task
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Troubleshooting Methodology
Tools that may aid you — Task Manager

i Task Manager

File Options View

Processes Performance  App history  Startup  Users

Details  Services

L

Mame Status

2. CPU utilization
percentage for each
application

é,lnln': (11
E Google Chrome (16)
ﬂ Microsoft Excel (32 bit) (2)
Microsoft Management Cons...
E Microsoft Outlook (32 bit) (2)
@ Microsoft PowerPoint (32 bit) ...
m Microsoft Teams (8)
Bl OneMote for Windows 10 (2)
. Photos 0
@E“‘l Resource and Performance M...
% Task Manager

. Windows Explorer (2)

19%
CPU

0%
0%
0%
0%
0.2%
0%
0%
0%
2.3%
1.5%

0.3%

89%

L Memory

514.0 MB
496.9 MB
43.5 MB
654 MB
169.4 MB
3544 MB
441 MB
oME
63.7 MB
41.4 MEB

93.4 MB

(~) Fewer details

0%
Disk

0 MEB/s
0 MB/s
0 MEB/s
0 MB/s
0 MEB/s
0.1 MB/s
0 MEB/s
0 MB/s
0 MEB/s
0 MB/s

0 MEB/s

0%
Metwork

0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps

Power usage

Very low
Very low
Very low
Very low
Very low
Very low
Very low
Very low
Low

Low

Very low

End task
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Troubleshooting Methodology

Tools that may aid you — Task Manager

i Task Manager

File Options View

Processes Performance  App history  Startup  Users

L

Mame

Sre 110

Status

Details  Services

19%
CPU

/

3. Memory utilization
percentage and
MegaBytes used by each
application

Ll A3 &

ﬁ' Google Chrome (16)

ﬂ Microsoft Excel (32 bit) (2)

Microsoft Management Cons...

E Microsoft Outlook (32 bit) (2)

@ Microsoft PowerPoint (32 bit) ...

m Microsoft Teams (8)

Bl OneMote for Windows 10 (2)

. Photos

'{E" Rezource and Perfarmance M...

% Task Manager

. Windows Explorer (2)

(~) Fewer details

0%

0%

0%

0%

0.2%

0%

0%

0%

2.3%

1.5%

0.3%

89%

Mernory

514.0 MB
496.9 MB
43.5 MB
654 MB
169.4 MB
3544 MB
441 MB
oME
63.7 MB
41.4 MEB

93.4 MB

0% 0%

Disk Metwork | Power usage

0 MB/s 0Mbps  Very low
0 MB/s OMbps  Very low
0 MB/s 0Mbps  Very low
0 MB/s OMbps  Very low
0 MB/s 0Mbps  Very low
0.1 MB/s OMbps  Very low
0 MB/s 0Mbps  Very low
0MEB/=s 0Mbps Very low
0 MEB/s 0Mbps Low
0MEB/=s 0Mbps Low

0 MEB/s 0Mbps  Very low

End task
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Troubleshooting Methodology
Tools that may aid you — Task Manager

i@ Task Manager

File Options View
Processes Performance App history  Startup  Users Details  Services
- 19% 89% 0% 0%
Mame Status CPU Mermory Disk Metwork | Power usage
[ i ~
Apps (11)
E Google Chrome (16) 0% 514.0 MB 0 MB/s 0Mbps  Very low
ﬂ Microsoft BExcel (32 bit) (2) 0% 4%0.9 MB 0 MB/= O0Mbps  Very low
Microsoft Management Cons... 0% 43.5 MB 0 MB/s 0Mbps  Very low 4 D|Sk usage percentage
Microsoft Outlook (32 bit) (2] 0% 25.4 MB 0 MB/= 0Mbps  Very low .
B aill and MegaBytes/second disk
Microsoft PowerPoint (32 bit] ... 0.2% 169.4 MB 0 MB/s 0Mbps  Very low
@ transfer speed of each
ﬁ Microsoft Teams (2) 0% 3544 MB 0.1 MB/s O0Mbps  Very low . .
application
. OneMote for Windows 10 (2] 0% 441 MB 0 MB/s 0Mbps  Very low
- Photos Q 0% oMB 0 MB/s 0Mbps  Very low
@E‘l Resource and Performance M... 2.3% 63.7 MB 0 ME/s 0Mbps Low
1% Task Manager 1.5% 1.4 MEB 0 MB/s O0Mbps Low
' Windows Explorer (2) 0.3% 934 MB 0 ME/s 0Mbps  Very low
W
< >
) Fewer details End task
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Troubleshooting Methodology
Tools that may aid you — Task Manager

i@ Task Manager

File Options View
Processes Performance App history  Startup  Users Details  Services
- 19% 89% 0% 0%
Mame Status CPU Mermory Disk L Metwork LP:»w‘eru:agE
~
Apps (11)
E Google Chrome (16) 0% 514.0 MB 0 MB/s 0 Mbps | Very low
ﬂ Microsoft BExcel (32 bit) (2) 0% 4%0.9 MB 0 MB/= 0 Mbps | Very low
Microsoft Management Cons... 0% 43.5 MB 0 MB/s 0 Mbps | Very low 5 Network usage
E Microsoft Outlook (32 bit) (2] 0% 25.4 MB 0 MB/= 0 Mbps | Very low percentage and
& Microsoft PowerPoint (32 bit] ... 0.2% 169.4 MB 0 MB/s 0 Mbps | Very low M . .
egabit/second internet
Microsoft Teams (2) 0% 3544 MB 0.1 MB/s 0 Mbps | Very low
% transfer rate of each
. OneMote for Windows 10 (2] 0% 441 MB 0 MB/s 0 Mbps | Very low . .
application
- Photos Q 0% oMB 0 MB/s 0 Mbps | Very low
@E‘l Resource and Performance M... 2.3% 63.7 MB 0 ME/s 0 Mbps | Low
1% Task Manager 1.5% 1.4 MEB 0 MB/s 0Mbps | Low
' Windows Explorer (2) 0.3% 934 MB 0 ME/s 0 Mbps | Very low
W
< >
) Fewer details End task
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Troubleshooting Methodology
Tools that may aid you — Task Manager

o

File Options View
|

| Processes Performance App history  Startup  Users Details  Services

[ A
1 | s CPU Intel(R) Core(TM) i5-10210U CPU @ 1.60GHz
— % Utilization 100%
Memory
£.9/7.8 GB (88%)
Disk 0
HDD
| 0% A
DiSk 1 {C::I :._-"""-.__‘ -~ ‘/h.l"'"-u-";’ﬂ\" A \ -, _-'n'.. I.'ﬁ-»___-.._h Py EaN f\\-'I.l.\l“"'--.._\_F/--.-""--._\_,-"'l:Il I‘\'
SSD A ot ,_ _/"x__\_ LAY IR W oy —_ L
1% &0 seconds 0
1 Wi-Fi Utilization ~ Speed Base speed: 2,11 GHz
L R Wi-Fi 17% 386 GHz Sockets: 1
WLAMAN S 80 R: 480 Kbps ) Cores: 4
| Processes  Threads Handles Logical processors: 8
GPUD 273 3330 140483 Virtualization: Enabled
Intel(R) UHD Grap... _ L1 cache: 256 KB
—d 4% Up time L2 cache: 1.0 MB
: . : L3 cache: 6.0 ME
PU 1 6:22:54:26
MVIDIA GeForce M., ¥

| Fewer details "E:-f' Open Resource Monitor
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Troubleshooting Methodology
Tools that may aid you — Task Manager

1

File Options

Processes Performance App history Startup Users Details Services

CPU

Pt st

JI.’I'\ﬁ''IIl.f.I_,-\.III.-"‘Il'“IL" _,\g

Fewer details

W | BN

CPU
17% 3.86 GHz

Memory
6.9/7.8 GB (88%)

Disk D
HDD

0%

Disk 1 (C)
55D

1%

1 Wi-Fi

Wi-Fi
5 8.0 R: 43.0 Kbps

GPU D
Intel(R) UHD Grap...
4%

GPU 1
MVIDIA GeForce M., ¥

Intel(R) Core(TM) i5-10210U CPU @ 1.60GHz

%o Utilization 1005
_/"'-.____.__._." -'._ ..."\.‘. s ) n III,:'\'.L __,"'.II i
&0 seconds
Utilization Base speed: 211 GHz
17%  3.86 GHz Sockets |
Cores: 4
Processes Logical processors 8
2?3 Virtualization: Enabled
o L1 cache: 236 KB
Up time L2 cache: 1.0 MB
6:22:54:26 L3 cache: 6.0 MB

'ZE:-Z' Open Resource Monitor

1.

CPU Performance

CPU type and model

CPU utilization graph

CPU current speed

Processes currently running on
CPU

Up time of CPU in

Days:Hours:Minutes:Seconds
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Troubleshooting Methodology
Tools that may aid you — Task Manager

| ak

|
| File Options

v | W

Processes Performance App history Startup  Users Details  Services

'ﬂ-.""ﬂ‘" - Ml"’llr"ﬁ"lfl

I
,lluul I #L:Lr "

Lot PR A -'.-lll'

Fewer details

CPU
33% 3.68 GHz

Memory
7.1/7.8 GB (91%)

Disk 0
HDD

0%

Disk 1 (C)
55D
4%

Wi-Fi
Wi-Fi
5:992 R: 80.0 Kbps

GPU D
Intel(R} UHD Grap...
2%

GPU 1

MWVIDIA GeForce M...

[

W

Memory 3.0 GB
Memory usage 7.8 GE
&0 seconds
Memory composition
In use (Compressed) Available Speed: 2667 MHz
7.1 GB (95.9 MB) 726 MB =lotused: 1of2

Form factor: SQODIMM
Committed Cached Hardware reserved: 163 MB

12.5/183 GB 685 MB

Paged pool

! 'E' Open Resource Menitor

Mon-paged pool

457 MB 377 MB

2. Memory Performance

* Memory capacity

* Memory usage graph

* Memory composition
o (Inuse/Available)

e Memory speed
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Troubleshooting Methodology

Tools that may aid you — Task Manager

| Ak

|
| File Qptions View

Processes Performance App history Startup Users Details  Services

CPU
17% 3.98 GHz

—— Memory
7.1/7.8 GB (91%)

Disk 0
HDD

0%

Disk 1 (C)
55D
0%

| Wi-Fi
A Wi-Fi
‘J'*M.‘JL-J\%J | <400 R: 432 Kbps

| GPU D
[ Intel(R) UHD Grap...

sl 2%

GPU 1
MVIDIA GeForce M. ¥

Disk 1 (C:) KINGSTON SA400M8240G
Active time 1008
:E: :::-:nn-:is_ a a C
Disk transfer rate 10 ME/s

7 MBS

&0 seconds
Active time  Average responsetime  Capacity:
0% 0 ms Formatted:
Systern disk:
Read speed Write speed Page file:
0 KB/s :0KB/s Type:

Fewer details 'lE:-i' Open Resource Meonitor

224 GB
224 GB
Yes
e
SsD

3. Disk Performance

* Diskdirectory

* Diskname

* Diskcurrent usage graph
* Disktransfer rate

* Disk capacity

* Disk current read/write speed
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Troubleshooting Methodology
Tools that may aid you — Task Manager

=

! File Options

View

Processes Performance  App history Startup  Users Details  Services

A
Pl Mooty

AN

A e P A

Fewer details

CPU
16% 3.90 GHz

Memory
7.1/7.8 GB (91%)

Disk 0
HDD
0%

Disk 1 (C)
55D

1%

Wi-Fi
Wi-Fi
S 16.0 R: 104 Kbps

GPU D
Intel(R) UHD Grap...
0%

GPU 1
MVIDIA GeForce M., ¥

Wi-Fi

Intel(R) Wi-Fi 6 AX201 160MHz

Throughput 500 Ebps
450 Kbps
i : !
1A I|||III |J'| A "
II II: f I'I II 1 II'| Ir" !I & ,I '|I i
||II| ‘I"_ ||II II' I \ : |I: II";I' i .'I'II .'ﬁ. |I :I .::-""""-. :,II .L-. iy
f \ W —} A JI N | : THIWA "'_xJ :I| ! L \"‘-.--" A
II II A / ! | I""' — II .I'-ln.'. .l'r II|,-"" i III.- 'IL-"'I!} .I'. III II';
60 seconds
' Send Adapter name: Wi-Fi
: ‘160 Kbps 5510: Fla.lrsTech
! DMS name: flairstech.com
Receive Connection type:  802.17ac
‘104 Kbps IPvd address: 192.168.60.223
IPvE address: fedlnbid T cA02:e720:f 3 cc %7
Signal strength: gl

'ZE:-Z' Open Resource Monitor

4. Network Adapter Performance

* Adapter type
* Adapter/chipset name
e Currentthroughput
* Send/Receive
* Current send rate
* Currentreceive rate
* |P address

e DNS name
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Troubleshooting Methodology
Tools that may aid you — Task Manager

=

! File Options

View

Processes Performance  App history Startup  Users Details  Services

A
Pl Mooty

AN

A e P A

Fewer details

CPU
16% 3.90 GHz

Memory
7.1/7.8 GB (91%)

Disk 0
HDD
0%

Disk 1 (C)
55D

1%

Wi-Fi
Wi-Fi
S 16.0 R: 104 Kbps

GPU D
Intel(R) UHD Grap...
0%

GPU 1
MVIDIA GeForce M., ¥

Wi-Fi

Intel(R) Wi-Fi 6 AX201 160MHz

Throughput 500 Ebps
450 Kbps
i : !
1A I|||III |J'| A "
II II: f I'I II 1 II'| Ir" !I & ,I '|I i
||II| ‘I"_ ||II II' I \ : |I: II";I' i .'I'II .'ﬁ. |I :I .::-""""-. :,II .L-. iy
f \ W —} A JI N | : THIWA "'_xJ :I| ! L \"‘-.--" A
II II A / ! | I""' — II .I'-ln.'. .l'r II|,-"" i III.- 'IL-"'I!} .I'. III II';
60 seconds
' Send Adapter name: Wi-Fi
: ‘160 Kbps 5510: Fla.lrsTech
! DMS name: flairstech.com
Receive Connection type:  802.17ac
‘104 Kbps IPvd address: 192.168.60.223
IPvE address: fedlnbid T cA02:e720:f 3 cc %7
Signal strength: gl

'ZE:-Z' Open Resource Monitor

4. Network Adapter Performance

* Adapter type
* Adapter/chipset name
e Currentthroughput
* Send/Receive
* Current send rate
* Currentreceive rate
* |P address

e DNS name
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Troubleshooting Methodology

Tools that may aid you — Task Manager

| aF
| 05
| File Options  View

Processes Performance

Mame

I EXCEL.EXE
isTeams.E:ce
| [ oracle.exe
| @ POWERPNT.EXE
| [EE] MM pEng.exe
: iaTeams.Exe

E chrome.exe
| [mE] dwm.exe
. E chrome.exe

m =xplorerexe
[5=]sqlservr.exe
| =l msedgewebview?.exe
[ E chrome.exe
i 'ZE-Z'perchun.Exe
: isTeams.E:ce

B OUTLOOK.EXE
= msedgewebviewZ. exe
' mmc.e:ce
' E chrome.exe

E chrome.exe

i Taskmigr.exe

Fewer details

App history  Startup

PID

16664
17212
7468
5024
6176
G680
23263
1748
72
10712
5848
18176
21872
16508
18076
23056
316
21840
16096
21836
3voa

Status

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

Users Details

User

muousta
mousta
OracleServ...
moustafa....
SYSTEM
moustafa....
moustafa....
DWR-1
moustafa....
moustafa....
MESCILES...
moustafa....
moustafa....
moustafa....
moustafa....
moustafa....
moustafa....
moustafa....
moustafa....
moustafa....
moustafa....

0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
M
0o
0o
0o
0o
0o
0o
0o

Services

CPU  Memory .

496,268 K
246,204 K
227,212 K
208,588 K
151,524 K
135,372 K
128,228 K
111,472 K
101,956 K
92,624 K
73,448 K
59,732 K
57.956 K
57,492 K
57,408 K
52,244 K
51,260 K
47,392 K
44152K
39,344 K
39,264 K

UaC virtualizat...

Dizabled
Disabled
Mot allowed
Disabled
Mot allowed
Dizabled
Disabled
Disabled
Dizabled
Disabled
Mot allowed
Disabled
Disabled
Mot allowed
Disabled
Disabled
Disabled
Mot allowed
Dizabled
Disabled
Mot allowed

End task

Details Tab

* Process name
* ProcessID

* Process Status
 CPU utilization

* Memory used in KiloBytes
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Troubleshooting Methodology

Tools that may aid you — Task Manager

! aF
[ 05
| File Options View

| Processes Peformance App history  Startup  Users  Details  5ervices

| Mame PID Descripticn
| ‘5 OneSyncSve_cellf 17884 Sync Host_cellf
- PimlndexMaintenancesve_... 17864  Contact Data_cellf
[ ) UnistoreSve_cel1f 17864 User Data Storage_cellf
| ‘5o UserDataSve_cellf 17864 User Data Access_cellf
wo DevicesFlowUserSve_cel1f 16460  DevicesFlow_cellf
~ WebClient 16268  WebClient
| hs Aarsve_celf 16032 Agent Activation Runtime_cel11f
w Imhosts 15436 TCP/IP MetBIOS Helper
o Appinfo 14748 Application Information
o WdiSysternHost 14596  Diagnostic Systern Host
o securityHealthService 13936 Windows Security Service
| L PeaSue 13348 Program Compatibility Assistant Service
o UdkUserSve_cel1f 12892 Udk User Service_cel1f
. WSearch 12800 Windows Search
| 5 InstallService 12752 Microsoft Store Install Service
| % LicenseManager 12302 Windows License Manager Service
o chdhsve_cellf 11204 Clipboard User Service_cel1f
i COPSve 10652  Ceonnected Devices Platform Service
o DevicePickerUserSve_cel1f 10328  DevicePicker_cellf
o uhssve 10508 Microsoft Update Health Service
£
Fewer details | % Open Services

Status

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

Running

Group

UnistackSve(r...
UnistackSveGr...
UnistackSve(r...
UnistackSveGr...

DevicesFlow
LocalService
AarsvcGroup

Localservicel...

netsvcs

Local5ystemM...

LocalSysternM...

UdkSveGroup

netsvcs
LocalService

ClipboardSve..,

Localservice
DevicesFlow

Services Tab

e Currently running services
 Service name

e Service process |ID

e Service status

e Service group
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Troubleshooting Methodology
Tools that may aid you

Resource Monitor
* Display information about hardware and software resources
* Real-time tracking for each process
o CPU loads
o Memory usage
o Network traffic
o Disk input/output
* Display detailed information for each process
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Troubleshooting Methodology

Tools that may aid y

aFs

File Options

View

Processes Performance App history Startup  Users Details  Services

P ahoas parndl

Fewer details

CPU
17% 3.86 GHz

Memory
6.9/7.8 GB (38%

Disk 0
HDD

0%

Disk 1 (C)
55D

1%

Wi-Fi
Wi-Fi
50 8.0 F: 48.0 Kbps

GPU O
Intel(R) UHD Grap...
4%

GPU 1
MVIDIA GeForce M. ¥

CPU

% Utilization

ou — Resource Monitor

1

Intel(R) Core(TM) i5-10210U CPU @ 1.60GHz

g =ta
l\.r'l\.r":c

~ 5 '/AI"-\__F [ N .-'“ AN wp /*\.."f , ;_-' ,
60 seconds o
Utilization  Speed Base speed: 211 GHz
17%  3.86 GHz Sockets 1

Cores; 4
Processes  Threads Handles Logical processors: 8
2?3 3330 “]40483 Virtualization: Enabled
_ L1 cache: 256 KB
Up time L2 cache: 1.0 ME
6:22:54:26 L3 cache: 6.0 MB

'\E\' Open Resource Menitor
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Troubleshooting Methodology
Tools that may aid you — Resource Monitor

(1)

| File Monitor Help

| Owerview (CPU Memory Disk Metwork
CPU B 123: CPU Usage [T 183% Maximum Frequency A - } Views |v
[] image FID Description Status Threads T cRU Average CPU ™ CPU 100%
|:| ScreenClippingHost.exe 2452 ScreenClippin..,  Terminated 27 3 1.62
|:| dwim,exe 1084 Desktop Wind... Running 19 1 0.52
|:| perfmon.exe 4132 Resource and ... Running 18 1 0.55
[1 aracle.exe 7132 Ciracle RNORRS Bunnino 57 1 ooy ¥
Disk B 212 KB/sec Disk /O B 15t Highest Active Time ()
Image PID File Read (B/sed Write (B/sec)  Total (B/sed  I/O Priority Response.. B0 Seconds 0% -
(| system 4 CAUsers\m... 0 85,347 85,347 Normal 8 Disk 1 ME/ =S¢ ]
|| System 4 CWindow... 336,768 0 336,768 Mormal 5
System 4 C\Window... 2816 0 2816 Mormal 2
4. A LR R TH | QA NAD fal aANAD Bl 1 1 V il
|
- | ]
Network B 20 Kbps Metwork |/ B 03 Network Utilization (A 'I i i II I|I " f |,f|| I|
o ||" 1 ||| '| ] [
Image PID Address Send [Bfsed) Receive [Bfsec) Total [Bfseq) ™ | |_|| || it |“|
POWERPHNT.EXE 1738 52,109.89.14 T 518 1,280 N 1DD Kb 0-
svchost.exe (NetworkService -p) 1536 224.0.0.251 0 1,142 1,142 Etwor P
msedge.exe 4952 224.0.0.251 ] 1,142 1,142 v
| Memorr . 1 Hard Faults/sec r 9% Used Physical Memory h | | || ‘ ||
- - I, | { 1
Image PID Hard Faults/sec Commit (KB} Working Set [... Shareable [KE) Private (KBl "™ || || |I||| II . .4 I' |
oracle.exe 7132 0 1,805,700 501,156 111,152 390,004
[ dwm.exe 1084 ] 476,236 431,608 102,444 329,164 . 0-
sqlservr.exe 6320 0 £43,304 317,288 71,852 245,436 Memory 100 Hard Faults/sec '|
Tazamrc ava A1nA (i1 FEE AAR M0 C1R 71 442 e e = T _

tech.com

Irs
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Troubleshooting Methodology
Tools that may aid you — Resource Monitor

| File Menitor Help
| Overview CPU Memory Disk Metwork

Processes B 55 CPU Usage [T 1863 Maximum Frequency -‘\ } | Views |v
[] image FID Description Status Threads CPU Average CPU ™ CPLU - Total 100%
|:| SearchApp.exe 11784 Search applica... Suspended 52 0 0.03
| |:| backgroundTaskHost.exe 17072 Background T...  Suspended 10 0 0.01
[ |:| LockApp.exe 10860 LockApp.exe Suspended 17 0 0.00
[ |:| Microsoft.Photos.exe 14964 Microsoft.Pho.. Suspended 16 0 0.00 ~
=
| Services B 15 CPU Usage (A
| Mame PID Description Status Group CPU Average CPU ™
|| Wearch 6500 Windows Sear... Running 0 0.20
WinDefend 5144 Microsoft Def... Running 0 018
RpcEptMapper 452 RPC Endpoint ... Running RPCS55 ] 0.07
HPAppHelperCap 1656 HP App Helper... Running 0 0.06
OracleServiceXE 7132 OracleServiceXE  Running 0 0.06
cbdhsve_b50bb 10903 Clipboard Use... Running ClipboardSve.., 0 0.04
Associated Handles Search Handles L |+ V
| Associated Modules (v

tech.com

Irs

N
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Troubleshooting Methodology
Tools that may aid you — Resource Monitor

! '\'EN‘ Rescurce Monito
File Monitor Help
| Owverview  CPU Memory Disk Metwork
| Processes [ 783 Used Physical Memory ":-'_\:Z' 'Z_? 1 Views hd
] image FID Hard Faults/sec Commit (KBl Working 5et [... Shareahble (KB Private (KB} "™ Uzed Physical Memao 100%
¥ ry
[] oracle.exe 7132 o 1,905,700 501,164 111,108 390,056
[] dwm.exe 1084 o 464,748 492,312 102,408 389,904
[ sqlservr.exe 320 o 43,304 317,296 71,852 245,444
[I[] Teams.exe 4104 o 255,512 299,432 71,448 227,984
| |:| POWERPNT.EXE 1738 1 233,524 320,724 128,556 192,168
[ MsMpEng.exe 5144 0 305,112 213,468 46,984 166,484
| ] mMemary Compression 3928 0 628 126,128 0 126,128 &0 Seconds 0% -
[[[] Teams.exe 8320 o 144 256 194, 164 74,500 119,664 Commit Charge 100%
| chrome.exe 17964 0 128,084 224 544 124,160 100,384
- 44a4r o P 4an o —n 400 —m s
B 1693 ME Available ()

Physical Memory

[ 6282 MB In Use

|:| Hardware Reserved . In Use

163 ME

[ Modified
6282 ME 54 MB

Available
Cached
Total
Installed

16593 MB
1708 MB
8029 MB
8152 MB

B standby
1654 ME

|:|Free
3% ME

Hard Faults/sec

0% -

100
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Troubleshooting Methodology

Tools that may aid you — Resource Monitor

(%]

File Monitor  Help

| Overview CPU  Memory Disk  Metwork
Processes with Disk Activity LA (¥ Views |v
[] image FID Read (B/sec) Write [Bfsed) Tnt“al (Bfseq ™ Disk 10 MEB/=ec
[ system 4 o 1,172,031 1,172,031 '
] POWERPNT.EXE 1788 2,890 78,287 81,187
| |:| oracle.exe 7132 54, 044 15,393 69,441 ‘
[ |:| svchost.exe [UnistackSveGro... 10224 4 096 20,708 24 304 i
[ registry 124 68 10,379 10,447 W - II| ST II
A Irll 4 |JI I'-'"'-..llu' i
Disk Activity ¥ 20 MB/sec Disk I/O B 165 Highest Active Time Yy 60 Seconds 0
- Disk 1 (T Length 0.03
| image PID File Read (B/seq Write (B/seq)  Total (B/sed  I/O Priority  Response .. * sk 1(C:) Queue Leng
System 4 ChSLogFile ... 0 22 401 22 401 MNarmal 37
perfmon.exe 4132 Ch\Window... 565 0 565 MNarmal 26
oracle.exe 7132 Chapp\mo.., 546 7,532 3,073 Maormal 21
oracle.exe 7132 Chapp\mo.., 53,593 7,532 61,131 Maormal 20
|| shellExperienceHost, exe 1992 CA\Window... 9,737 ] 9737 MNormal 3
System 4 ChUsersim.., ] 138 188 MNormal 2
oracle,exe 7132 Chapp\mao... ] 26 26 MNormal 2
POWERPNT.EXE 1788 CASEitMaD ... 585 0 585 Maormal 2 ¥
Storage .Y
|| Logical Disk Physical Disk Active Time %) Available Space.. Total Space (MB]  Disk OLTEUE Le...
] 1 7.48 124,029 227,984 0.09
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Troubleshooting Methodology

Tools that may aid you — Resource Monitor

(%]

File Monitor Help

| Owerview CPU Memory Disk Metwark
Processes with Network Activity (A > Views |
[] image FID send [Bfsed) Receive [Bfseq) Tcut"al (B/sec) ™ Metwork 1 Mbps
[ POWERPNT.EXE 1788 10,891 1,142 12,033
|:| swchost.exe (netsves -p) 12448 2,760 7,761 10,521
[ taskhostw.exe 2472 5,924 4,453 10,377
e Ethernet 1003
Metwork Activity B 365 Kbps Network /O B 05t Network Utilization [ A —
Image FID Address S5end (Bfsec) Receive [B/seq) Tot?:ll [B/seq) ™ .
| Local Area Connection 2 100%
swchost.exe (netsves -p) 12448 40.126.32.74 2,760 7,761 10,521
| taskhostw,exe 2472 52.168.117.173 5,924 4,453 10,377 _
POWERPNT.EXE 1788 52.105.157.25 5801 473 6,274 Local Area Connection™ 1 100%
POVWERPNT.EXE 1788 13.107.138.3 3,545 31 3,866 _
msedge.exe 44952 224,0.0.251 i) 1,299 1,299
Local Area Connection®... 100%
Image PID Local Addre... Local Port Remote &d... Remote Port  Packet Loss... Later:q.r (ms) ™ Ethernet 2 100%
taskhostw.exe 2472 192.168.60.... 61789 52,168.117.... 443 0 163 _
|| POWERPNT.EXE 1788 192.168.60.... &1763 52,105.157.... 443 0 162 Wi-Fi 100%
OneDrive exe 13664  192.168.60... 61732 52,178.17.3 443 0 149
POWERPNT.EXE 1783 192.168.60.... B®1777 52,109.68.61 443 0 122 W _
} } Bluetooth Network Con.., 100%
“itening Fere .
Image PID Address Port Protocol Firewall Status 62
POWERPNT.EXE 1783 IPvd loopback 64732 UDp Allowed, not r...
SystemSettings.exe 15376 IPvd loopback 64441 upp Allowed, notr...
swchost.exe [MetworkService -p) 1836 IPvd loopback 64393 upp Allowed, not ., w
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Troubleshooting Methodology
Tools that may aid you

Event Viewer

* Records all events that occur on the computer.
o Errors
o Warnings

o Information

* Useful for troubleshooting Windows and application errors.

. www.flairstech.com



Troubleshooting Methodology
Tools that may aid you — Event Viewer

8 tvent Viewer — O
File Action View Help
«=| = 3

{2 Event Viewer (Local) Event Viewer (Local) Actions

Event Viewer (Local)

Overview and Sur ry Last refreshed: 15-Mar-23 3:30:52 PM

_ = Open Saved Log...
| Overview O | E .
¥ Create Custormn View..,
i T view events that have cccurred on your computer, select the appropnate source, log or custom view Impert Custom View...
e node in the console tree. The Administrative Events custom view contains all the administrative events,
regardless of source. An aggregate view of all the logs 1s shown below. Connect to Ancther Computer..,
| Summary of Administrative Events - | View
|6 Refresh
Event Type Event I Source Leg Last hour 24 hours 7 days E Help
Critical - - - 0 1 1
Error - - - 8 34 92
Warning - - - 1 8 204
Information - - - 54 658 2272
Audit Success - - - 2,135 9,638 39,229
Audit Failure - - - 467 10,274 25,735
| Recently Viewed Modes - |
| Log Summary - |

© 2023 FlairsTech, Inc. Content is strictly confidential. Content cannot be reproduced,
circulated, or distributed in any form without FlairsTech’s prior written consent.
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Troubleshooting Methodology
Tools that may aid you — Event Viewer

A critical event that potentially
indicates a problem that needs
to be addressed.

Example: A sudden system
crash or unexpected reboot.

N

: 8 Event Viewer
| File Action View Help
== |7 H

@ Event Viewer (Local)

Event Viewer (Local)

Overview and Summary Last refreshed: 15-Mar-23 3:30:52 PM

| Overview -
] To view events that have occurred on your computer, select the appropriate source, log or custom view
B node in the console tree. The Administrative Events custorn view contains all the administrative events,

regardless of source. An aggregate view of all the logs is shown below.

| Summary of Administrative Events -
Event Type EventID  Source Log Last hour 24 hours 7 days
Critical : ) : 0 1 1]
Error - - - 8 34 92
Warning - - - 1 2 204
Infarmation - - - 54 058 2272
Audit Success - 2135 9638 39 229
Audit Failure - - - 467 10,274 25,735

| Recently Viewed Modes -

| Log Summary -

hy
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Troubleshooting Methodology
Tools that may aid you — Event Viewer

A significant problem such as
loss of data or functionality.

Example: A service failed to load

at startup

| B Event Viewer

File Action View Help

=@ H@

@ Event Viewer (Local)

Event Viewer (Local)

Overview and Summary Last refreshed: 15-Mar-23 3:30:52 PM

| Chverview -

To view events that have occurred on your computer, select the appropriate source, log or custom view
node in the console tree. The Administrative Events custorn view contains all the administrative events,
regardless of source. An aggregate view of all the logs is shown below.

| Summary of Administrative Events -
Event Type EventID  Source Log Last hour 24 hours T days
Critical - - - 0 1 1
Error : - : 8 34 92 |
Warning - - - 1 a1 204
Infarmation - - - 54 058 2272
Audit Success - - - 2135 9638 39 229
Audit Failure - - - 467 10,274 25,735
| Recently Viewed Modes -
| Log Summary -

. www.flairstech.com
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Troubleshooting Methodology
Tools that may aid you — Event Viewer

An event that’s not significant,
but may indicate a possible
future problem.

Example: A CPU core speed being

limited \

| B Event Viewer
]

| File Action View Help

=@ H@

@ Event Viewer (Local)

Event Viewer (Local)

Overview and Summary Last refreshed: 15-Mar-23 3:30:52 PM

| Chverview -

To view events that have occurred on your computer, select the appropriate source, log or custom view
node in the console tree. The Administrative Events custorn view contains all the administrative events,
regardless of source. An aggregate view of all the logs is shown below.

| Summary of Administrative Events -
Event Type EventID  Source Log Last hour 24 hours T days
Critical - - - 0 1 1
Error - - - 8 34 92
Warning . - . 1 g1 204 |
Infarmation - - - 54 058 2,272
Audit Success - - - 2135 9638 39 229
Audit Failure - - - 467 10,274 25,735

| Recently Viewed Modes -

| Log Summary

4
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Troubleshooting Methodology
Tools that may aid you — Event Viewer

An event that describes the
successful operation of an
application, driver or service.

Example: A computer waking up

from sleep state

: 8 Event Viewer
| File Action View Help
== |7 H

@ Event Viewer (Local)

Event Viewer (Local)

Overview and Summary Last refreshed: 15-Mar-23 3:30:52 PM

| Chverview -

node in the console tree. The Administrative Events custorn view contains all the administrative events,

To view events that have occurred on your computer, select the appropriate source, log or custom view
regardless of source. An aggregate view of all the logs is shown below.

| Summary of Administrative Events -
Event Type Event 1D Source Log Last hour 24 hours T days
Critical - - - 0 1 1
Error - - - a8 34 92
Warning - - - 1 a1 204
Information - - . 54 652 2272 |
Audit Success - - - 2135 9638 39 229
Audit Failure - - - 467 10,274 25,735

| Recently Viewed Modes -

| Log Summary -

. www.flairstech.com
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Troubleshooting Methodology
Tools that may aid you — Event Viewer

An audited security access
attempt that succeeds or fails.

Example: A user’s successful
attempt to login to the system

| B Event Viewer
]

| File Action View Help
=@ H

@ Event Viewer (Local)

Event Viewer (Local)

Overview and Summary Last refreshed: 15-Mar-23 3:30:52 PM

| Overview -
To view events that have occurred on your computer, select the appropriate source, log or custom view
node in the console tree. The Administrative Events custorn view contains all the administrative events,
regardless of source. An aggregate view of all the logs is shown below.
| Summary of Administrative Events -
Event Type Event D' Source Log Last hour 24 hours T days
Critical - - - 0 1 1
Error - - - 8 34 92 E
Warning - - - 1 2 204 o)
Information - - - 54 658 272 Q
Audit Success - 2135 9638 39 229 'S
Audit Failure - - - 467 10,274 25,735 -'CL)
(2]
=
O
; —
| Recently Viewed Modes - ;
| Log Summary - g




Troubleshooting Methodology

Tools that may aid you — Event Viewer

Application Murnber of events: 79,190

Level Date and Time Source Event ID'  Task Category e
I{i}"|r'|1:|:|rrr1ati|:-r1 14-Mar-23 3:17:44 PM MESCLESCLE... 3406 Server
@ Information 14-Mar-23 3:17:44 PM MSSOLSSCLE... 48930 Server
@ Information 14-Mar-23 3:17:44 PM MSSCQLESOLE... 17137 Server
@ Information 14-Mar-23 31744 PM MSSOLSSCLE.., 489930 Server
@ Information 14-Mar-23 3:17:44 PM MSSOLESOLE... 30T Server
(il Infrrmatinn 14-hAar-23 51744 PAA BASSOH SSOH F 340G Server 0
Event 17137, MS50LSSCLEXPRESS x
General Details
P
Starting up database 'Playground'.
Log Mame: Application
Source: MSSOLSSCOLEXPRESS Logged: 14-Mar-23 5:17:44 PM
Event [D: 1137 Task Category:  Server
Level: Information Keywords: Classic
User: MT SERVICENSCLTELEMETRY! Computer: Moustafa-Hashern.flairstech.com
OpCode: Info
W

More Information:

Event Loa Online Helo

Actions

Application

Event 17137, MS50LSS0LEXPRESS
E| Event Properties

E] Attach Task To This Event...
G Copy

I:rl Save Selected Events...

|G Refresh

Help

Properties of an
Information event, logged
on 14 March 2023 related
to Microsoft SQL server.

. www.flairstech.com



Troubleshooting Methodology
Tools that may aid you — Event Viewer

— O >
Application MNumber of events: 79,190 Actions . . .
Event description, statin
Level Date and Time Source Event ID Task Category ~ | | Application > h f hi P 1’: g
I{i}"|r'|1:|:|rrr1ati|:-r1 14-Mar-23 31744 PM MSSCLSSCLE.. 3406 Server Event 17137, MSSQLSSOLEXPRESS - thattorthis SpeCI Ic event
%Infnrmatinn 14-Mar-23 5:17:44 PM MSSQLSSOLE... 49930 Server &) Eventpropertis the database named
Information 14-Mar-23 3:17:44 PM MSSCQLESOLE... 17137 Server
(i) Information 14-Mar-23 5:17:44 PM MSSQLSSOLE... 49930 Server ] Attach Task To This Event... - Playground has attempted
(i) Infermation 14-Mar-23 5:17:44 PM MSSOLSSOLE... 3407 Server Ey Copy »  to start.
(i)Infarmatinn 14-bdar-23 5:17:44 PhA PASSOH SSOH F 3406 Server v H Save Selected Events...
Event 17137, MS50LSSCLEXPRESS X Gl Refresh
General Details Help > l
~ |
Starting up database 'Playground'. |
Log Mame: Application
Source: MSSOLSSCOLEXPRESS Logged: 14-Mar-23 5:17:44 PM
Event [D: 1137 Task Category:  Server
Level: Information Keywords: Classic |
User: MT SERVICENSCLTELEMETRY! Computer: Moustafa-Hashern.flairstech.com |
OpCode: Info |
w

More Information:  Event Loa Online Helo
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Troubleshooting Methodology
Tools that may aid you — Event Viewer

— O >
Application Murnber of events: 79,190 Actions I
Level Date and Time Source Event ID Task Category ~ | | Application >
{D Information 14-Mar-23 3:17:44 PM MESCLESCLE... 3406 Server Event 17137, MSSOLSSOLEXPRESS - . .
@Infurmatinn 14-Mar-23 3:17:44 PM MSSCLSSCLE.. 49930 Server El Event P i Propertles Of the event:
vent Properties
@ Information 14-Mar-23 5:17:44 PM MSSOLSSOLE... 171137 Server i P o SO urce Of event
(i) Information 14-Mar-23 5:17:44 PM MSSQLSSOLE... 49930 Server 2] Attach Task To This Event.. « Whenith q
@Infurmatinn 14-Mar-23 3:17:44 PM MSSOLESOLE... 30T Server 52 Copy L enl appene
= : W
(i)Infarmatinn 14-bdar-23 5:17:44 PhA PASSOH SSOH F 3406 Server H Save Selected Events... | ° Ta Sk Catego ry
Event 17137, MS50LSSCLEXPRESS X
— G Refresh * Computer the event
General  Detals Help 4 occurred on
™ |
Starting up database 'Playground'.
Log Mame: Application
Source: MSSOLSSCOLEXPRESS Logged: 14-Mar-23 5:17:44 PM
Event [D: 1137 Task Category:  Server
Level: Information Keywords: Classic |
User: MT SERVICENSCLTELEMETRY! Computer: Moustafa-Hashern.flairstech.com |
OpCode: Info |
Meore Information:  Event Loa Online Helo ¥
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